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COGNITIVE DEPENDENCY

An Integrated Framework for Understanding Information
Pollution, Psychological Violence and Cognitive Sovereignty

Core Thesis

The central challenge of the 21st century in EU and beyond is no longer merely political,
economic or technological dependence.

It is cognitive dependency — the gradual transfer of perception, judgment and decision-
making from autonomous individuals and societies to external systems of influence.

Cognitive sovereignty is not a state of complete independence from influence. Such a state
does not exist.

It is the continuous effort to preserve independent judgment while navigating competing
narratives, interests and uncertainties.

The art of life lies in maintaining equilibrium between doubt and determination.
Cognitive sovereignty is the individual and societal expression of that equilibrium.
PART 0 - PURPOSE AND CONNECTION TO LEGAL FRAMEWORK

0. From Concept to Legal Protection: The Purpose of This Framework

This document provides the conceptual foundation of the phenomenon of cognitive
dependency. It represents the base for the strategic analysis of the EU presented in the book
*Good Morning, Europa* (Hladnik, 2025), and for the legal analysis presented in the
accompanying paper *Legal Regulation of Psychological Violence*.

While the legal paper examines how European law recognizes and regulates psychological
violence, this document explains:

- What cognitive dependency is and how it operates,

- Who produces it and through which mechanisms,

- What consequences it produces at individual, societal, democratic, strategic and
economic levels,

- How individuals and societies can move from dependency toward cognitive
sovereignty.

All three documents are designed to be read together. This framework identifies the
phenomena; the legal paper identifies the regulatory responses and gaps; the book provides
the empirical diagnosis and case studies. Together, they form a complete analysis of cognitive
security in contemporary democracies.
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Relationship to Good Morning, Europa (Hladnik, 2025):

‘ Document H Purpose H Content

Good Morning, Europa Diagnosis and case Political, geopolitical and civilizational
studies consequences; real-world examples

Cognitive Dependency Conceptual and Mechanisms, actors, consequences,

(this document) regulatory framework |[protective responses, regulatory model

Legal Regulation of
Psychological Violence

EU legal instruments, comparative

Legal analysis analysis, regulatory gaps

This document serves as the **bridge** between the empirical diagnosis (book) and the legal-
regulatory response (legal paper).

Figure 1: The Full System of Influence
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Caption: Cognitive dependency emerges from the interaction of multiple sources, mechanisms
and consequences. Cognitive sovereignty is the capacity to maintain autonomous judgment
despite this system.
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PART I - UNDERSTANDING COGNITIVE DEPENDENCY

1. What Is Cognitive Dependency?

Definition

Cognitive dependency is a persistent condition in which beliefs, perceptions, preferences and
decisions are predominantly shaped by external systems of influence rather than by
autonomous evaluation and independent judgment.

Unlike physical dependency (e.g., substance addiction), cognitive dependency operates
through information, narrative and emotional channels. It does not require chemical

intervention. It requires only persistent exposure to systematically structured influence.

Types of Cognitive Dependency

Type H Definition H Example
Individual Personal reliance on external sources | Trusting an Al assistant for all
for judgment decisions
Collective Sgg;iﬂigendency within a group or Echo chamber, ideological tribe
Political Reliance on political authority for State-controlled media as sole source
interpretation of events
Ideological Reliance on a fixed set of beliefs that |[Dogmatic adherence without
g reject alternatives examination
Media Single-source news consumption Only watching one channel
without verification
Technological ér;gigitz)g(isfunctlon without specific Smartphone separation anxiety
Commercial Shaped by advertising and behavioural|Brand loyalty based on manipulation,
targeting not quality
Cultural Acceptance of foreign cultural Adopting another nation's values as
frameworks as universal one's own
. D institutional authori . . .
Educational foiplf;lj‘f]?ggg(;n institutional authority Reproducing without questioning
Rehanc'eion extemal authorlt'l cs for Expert dependency, institutional
. . determining what is true, valid or .o
Epistemic o . ) dependency, scientific dependency,
legitimate without independent
. Al-generated knowledge dependency
evaluation

1.1 Epistemic Dependency (Detailed)

Epistemic dependency is the reliance on external authorities — experts, institutions, scientific
bodies, Al systems — for determining what is true, valid or legitimate, without independent
evaluation.
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Subtype Description

|

Example

Accepting claims solely because

"Professor X said it, so it must

Expert dependency an expert said so be true"
Institutional Trusting institutional authority ||"The WHO/EC/UN says this,
dependency without verification so [ believe it"

Citing studies without reading or

Scientific dependency understanding them

"Studies show..." without
examining methodology

Al-generated Treating Al output as

authoritative truth

Copying ChatGPT answers
without verification

knowledge dependency

Connection to legal framework: Epistemic dependency is not addressed by existing law
because it operates through authority, not coercion. It is a key regulatory blind spot identified

in the legal paper (section 5.5 — Cognitive Dependency as a Regulatory Blind Spot).

Key authors: Tripathi & Saxena (2025 — epistemic colonization), Brecic (2025 — memory

lock-in), Klein (2025 — sovereignty trap).

1.2 The Cognitive Dependency Vulnerability Scale

Not all individuals or groups are equally vulnerable to cognitive dependency. Vulnerability

depends on:
‘ Factor H Low Vulnerability H High Vulnerability
‘Education HCritical thinking training HRote memorization only

‘Information diversityHAccess to multiple sources HSingle source dependency

‘Social support HStrong, diverse networks

HIsolation, echo chambers

‘Cognitive load HLOW stress, adequate time HHigh stress, information overload

‘Digital literacy HUnderstanding algorithms HPassive consumption

Age |Adults (25-60) [Children, elderly

‘Epistemic training HPhilosophy of science, logicHNo epistemology education

Understanding vulnerability is essential for designing proportionate regulatory responses and

targeted educational interventions.
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Figure 2: The Cognitive Dependency Framework
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2. Types of Cognitive Dependency (Detailed)

Type H Mechanisms H Consequences
oo State-controlled media, patriotic Reduced political autonomy,
Political . . . .
narratives, leader worship manipulated voting
. Dogmatic frameworks, purity tests, Inability to evaluate opposing
Ideological exclusion of dissent views
Media HAgenda setting, framing, repetition HBeliefs shaped by editorial choices
. ||Algorithmic feeds, notifications, lock-in |[Inability to function without
Technological
effects platform
Commercial Behavioral targeting, persuasive design, Purchasmg against one's own
brand loyalty interests
Cultural diplomacy, educational Adoption of foreign values as
Cultural . s
exchanges, media exports universal
. Standardized curricula, authority-based |[Reproducing frameworks without
Educational . L
teaching questioning
. . Authority reliance, lack of verification ||Accepting claims without
Epistemic

methods evaluation
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Figure 3: Types of Cognitive Dependency Map
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3. The Cognitive Dependency Cycle

Cognitive dependency is not a static state. It develops through a repeating cycle:

\ Stage H Description ‘
Initial contact with influence system (news, social media,
Exposure .. .
advertising, education)
‘Repetition HRepeated exposure to similar messages, narratives, frames ‘
‘Normalization HThe message becomes familiar, then normal, then "common sense"

Identity attachment

The belief becomes part of self-concept; challenging it feels like
personal attack

Dependency formation

Individual relies on the system for orientation, meaning, decision-
making

Resistance to
alternatives

Competing information is rejected without examination
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Figure 4: The Cognitive Dependency Cycle.

The cycle begins with exposure to an influence system. Through repetition, the message becomes
normalized and attached to identity. Dependency forms, followed by resistance to alternatives. The
cycle then repeats, each iteration deepening dependency. Breaking the cycle requires cognitive
resilience and information hygiene.

4. Information Pollution
Definition
Information pollution is the contamination of the information environment with:

e Misinformation — false information without intent to harm

o Disinformation — false information with intent to deceive

e Malinformation — true information shared with intent to harm

o Information overload — excessive volume preventing processing

o Information fragmentation — isolated knowledge pools without synthesis
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4.1 Types of Information Pollution

harm

Type H Definition H Example
. . . False information, no intent to ||[Unverified rumour shared in
Misinformation .
harm good faith
. . . False information, intent to
Disinformation alse miorma State-sponsored fake news
deceive
Malinformation True information, intent to Doxxing, leaked private

communications

Information overload

Excessive volume preventing
processing

24/7 news cycles, notification
fatigue

Information
fragmentation

Isolated pools without synthesis

Echo chambers, filter bubbles

4.2 The Information Pollution Lifecycle

| Stage |

Description

‘Production

HWho creates the pollution? (state actors, commercial platforms, individuals) ‘

‘Ampliﬁcation HHow does it spread? (algorithms, social sharing, media repetition)

‘Reception HWho is targeted? (general public, specific demographics, vulnerable groups)‘
‘InternalizationHWhen does it become belief? (repetition, emotional resonance, identity fit) ‘

What follows? (behaviour change, democratic distortion, psychological
Consequence harm)

4.3 Democratic Consequences of Information Pollution

Consequence

Description

Epistemic chaos

No shared factual basis for debate

Deliberative breakdown

Cannot deliberate when facts are contested

Trust erosion

Loss of trust in institutions, media, science

Polarization

Tribes form around competing information ecosystems
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Figure 5: Information Pollution Map
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Figure 5: Information Pollution Map. Information pollution originates from five sources (states, platforms, media, corporations,
individuals) and manifests as five types of pollution (misinformation, disinformation, malinformation, overload, fragmentation),
leading to five democratic consequences (epistemic chaos, deliberative breakdown, trust erosion, polarization, loss of shared reality).

5. Psychological Violence

Definition

Psychological violence is the systematic use of communicative, behavioural, informational or
environmental techniques that impair the ability of an individual or group to make free,
informed and autonomous decisions, thereby violating psychological integrity, cognitive
autonomy or human dignity, with the intention of obtaining benefits for the perpetrator or

a third party.
Distinguishing Ethical Influence from Psychological Violence

Not every influence that reduces autonomy constitutes psychological violence. Democratic
societies depend on legitimate forms of influence, including education, healthcare, parenting,
public health campaigns, political persuasion and commercial advertising within legal

boundaries.
Ethical influence is distinguished by two characteristics:

1. Intent to benefit the target (or society as a whole) — the primary purpose is the
well-being, safety, or development of the person being influenced.
2. Transparency — the target is aware that they are being influenced and can, in

principle, consent or reject.
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Psychological violence, by contrast, is defined by:

1. Intent to benefit the perpetrator or a third party — the target's autonomy is reduced
not for their own good but for the benefit of another.

2. Opaqueness or deception — the target is often unaware of the influence or cannot
meaningfully consent.

Examples of legitimate influence (NOT psychological violence):

| Context H Method H Intent “ Why legitimate ‘
Parenting Limiting screen time Protect child's Intent to benefit target
development
‘Education HCorrecting false beliefs HStudent‘s understanding Hlntent to benefit target ‘
Healthcare Recommending Patient's health Intent to benefit target
treatment
Public health |[Vaccination campaign ||Community immunity Intqnt to benefit
society
Political . . . .
debate Persuasive argument Democratic competition | Transparent, reversible

Examples of psychological violence:

Context H Method H Intent H Why unlawful
Coercive control ISOIE}UOI}’ monitoring, Domination, control Intent to benefit
gaslighting perpetrator

Deceptive interface

Intent to benefit

Dark patt . Profit extracti .
ark patterns design rofit extraction third party
Fear-based political Threat amplification, . Intent to benefit
. } Electoral victory
manipulation us-versus-them perpetrator

Al synthetic authority

Presenting Al as

User lock-in, data

Intent to benefit

omniscient extraction third party

Levels of Psychological Violence
Level Description Example

Individual Interpersonal abuse Coercive control in relationships
Organizational |Workplace mobbing Systematic humiliation, exclusion
Political State-sponsored intimidation |[Fear-based campaigns, stigmatization
Commercial Manipulative marketing Behavioural targeting, dark patterns
Societal Systemic discrimination Structural exclusion of groups
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5.1 Coercive Control — The Most Pervasive Form

Coercive control is a strategic pattern of domination rather than isolated incidents of abuse. It
operates through:

| Mechanism H Description ‘
|Is01ati0n HCutting off access to friends, family, alternative information sources ‘
lMonitoring HSurveillance of communications, movements, beliefs ‘
C . Systematic denial of reality to undermine confidence in one's own
Gaslighting .
judgment
‘Threats HVeiled or explicit threats of harm, abandonment, or exposure ‘
conomic Restricting access to resources, creating dependency
control

Coercive control is relevant not only to interpersonal relationships but also to institutional and
political contexts. When a political regime or commercial platform systematically isolates,
monitors, gaslights, threatens and economically controls individuals or groups, it engages in
coercive control at scale.

Connection to legal framework: Directive (EU) 2024/1385 explicitly recognizes coercive
control as a form of violence, requiring Member States to criminalize it. This document
extends that recognition from interpersonal to systemic contexts.
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Figure 6: Psychological Violence Pyramid
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FIGURE 6: PSYCHOLOGICAL VIOLENCE PYRAMID

Psychological violence operates at multiple levels of social organization. While individual
forms affect specific persons, higher levels may influence progressively larger populations
and produce broader societal consequences. Each level requires distinct legal, institutional
and social responses.

6. Legitimate Influence vs Manipulation

Influence is not inherently harmful. Democratic societies depend on persuasion, education,
advocacy and public debate.
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The Influence Continuum

| Stage H Description H Legitimacy ‘
|Inf0rmation HNeutral facts, data, evidence HFully legitimate ‘
|Educati0n HTeaChing with transparent authority HLegitimate ‘
|Persuasi0n HReasoned argument, evidence-based HLegitimate ‘
Advocacy Partisan but transparent L.e gitimate (with
disclosure)

Propaganda One-sided, emotionally charged, Questionable

opaque
Manipulation Deceptive, exploitative, non- Illegitimate

transparent
P.s ychological Systematic harm to autonomy Unlawful
violence
Key Distinction

Legitimate Influence | Manipulation | Psychological Violence

Transparency |Transparent Opaque Opaque
Consent Informed Manipulated Absent
Autonomy Preserved Reduced Destroyed
Intent Beneficial or neutral Self-interested  ||Malicious or reckless

Figure 7: Influence Continuum
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FIGURE 7: INFLUENCE CONTINUUM

Influence exists on a spectrum from legitimate (information, education, persuasion) to illegitimate (manipulation, psychological violence).
The boundary between legitimate and illegitimate influence is defined by transparency, consent, preservation of autonomy, and reversibility.
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PART IT - MECHANISMS OF COGNITIVE DEPENDENCY

7. The Full System of Influence

‘ Stage H Description ‘
Narrative construction Creation of coherent story about reality
‘Belief formation HInternalization of narrative as true ’

Behavioral outcomes Action based on internalized beliefs

Figure 8: The Full System of Influence
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8. Conscious Mechanisms of Influence

Mechanism Description
Agenda setting Media tells you what to think about, not what to think
Framing Presenting an issue from a particular perspective

Information selection ||Choosing which facts to include or exclude

Repetition Repeating a message until it feels true

Authority effects Using credible (or seeming credible) sources

Social proof "Everyone believes this"
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9. Subconscious Mechanisms of Influence

‘ Mechanism H Description ‘
lFear HThreat-based persuasion (see 9.1 below)‘
|Em0ti0nal triggers HAnger, hope, disgust, outrage ‘
|Identity formation HBeliefs tied to who you are ‘
‘Tribal instincts HUS vs them ‘
‘Dopamine systems HVariable rewards, notifications, likes ‘
|Behavi0ural conditioningHRewards for desired behavior ‘

9.1 Fear as the Primary Lock-in Mechanism

Fear is the most effective psychological mechanism for creating dependency. It operates
through:

‘Mechanism HDescription ‘

‘Threat amplification HMagnifying potential dangers beyond reasonable probability‘

‘Us—versus—them framingHCreating existential threat from an out-group ‘

‘Loss aversion HFocusing on what will be lost rather than gained ‘

‘Uncertainty exploitationHProviding simple answers to complex threats ‘

When fear is systematically deployed, individuals become dependent on the source that
promises protection — whether that source is a political leader, a media outlet, a platform, or
an ideology. Fear-induced dependency is particularly difficult to reverse because admitting
that the threat was exaggerated requires admitting that one has been manipulated.

Connection to legal framework: Fear-based campaigns are documented in the legal paper
(section 5.2 — Political and Ideological Manipulation). The DSA, Al Act and national laws do
not directly address fear-based manipulation when deployed by political actors.

Context from Standard Eurobarometer 104 (Autumn 2025):

e 77% of EU citizens agree that Russia's invasion of Ukraine is a threat to the security of
the European Union.

e 53% of EU citizens are satisfied with the EU's response to the invasion.

o Satisfaction with the EU's response to the invasion ranges from 77% in Portugal to
32% in Cyprus (Standard Eurobarometer 104, Autumn 2025).

Source: Standard Eurobarometer 104 — Autumn 2025.

Observation. Available survey data indicate substantial variation in threat perception and
security attitudes across European societies. These differences cannot be explained solely by
objective exposure or geographic proximity. Historical experience, political culture, media
environments and collective narratives may all influence the perception of security threats and
appropriate policy responses.
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Figure 9: Information — Emotion — Belief — Behavior
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Figure 9: Information — Emotion — Belief — Behavior

The influence pathway from information to behavior operates through four stages. First, exposure to information
(a claim, event, or narrative) triggers an emotional response (fear, anger, hope, outrage). This emotional activation
facilitates belief formation, where the narrative is internalized as true. Finally, the belief translates into behavioral
outcomes (voting, purchasing, sharing, protesting). This pathway is exploited by political campaigns, commercial
advertising, disinformation operations, and algorithmic influence systems. Interrupting the pathway at any stage -
through reflection, verification, or emotional regulation - is the goal of cognitive resilience.
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10.

o The pathway is illustrative and does not imply that all emotional responses lead to irrational beliefs or behaviors.
Emotions may also support adaptive and rational decision-making.

Cognitive Offloading and Extended Mind

Extended Mind Thesis (Clark & Chalmers, 1998)

Objects outside the human body are part of the mind if they play an active role in cognitive
processes. A notebook, a smartphone, an Al assistant can be considered part of extended
cognition.

Cognitive Offloading (Risko & Gilbert, 2016)

The use of physical action to alter the information processing requirements of a task in order
to reduce cognitive demand. Examples: writing a list instead of remembering, using GPS
instead of navigating, asking Al instead of thinking.

10.1 Sovereignty Traps and Memory Lock-in

Concept H Author H Definition
. . Authoritative competence of Al tempts users to cede their own
Sovereignty | Klein . . : . .
intellectual judgment. Users mistake access to information for
Trap (2025) . T
genuine ability.
. Users become cognitively dependent on Al assistants holding
Memory Breic their deep personal memory. Switching is described as "cognitive
Lock-in (2025) P e Ty & &
amputation.
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Common pattern: Both describe a progressive transfer of cognitive function from human to
system, where the system's competence creates dependency, and dependency creates
reluctance to leave — a classic lock-in dynamic applied to cognition.

Connection to legal framework: These mechanisms are not addressed by existing law because
they operate through gradual, cumulative effects rather than discrete harmful acts. They

represent a key regulatory blind spot identified in the accompanying legal paper.

11. Ideological Exclusivism

‘ Feature H Description

‘Ideological monopolies HSingle permitted worldview

‘Moral superiority narratives

|
|
"We are good, they are evil" ‘
|
|
|

‘Demonization HOpponents portrayed as subhuman or malicious
‘Stigmatization HLabeling dissent as deviant or dangerous
‘Social exclusion HExpulsion from community for wrongthink

Ideological exclusivism creates cognitive dependency by removing alternatives. When only
one worldview is permitted, individuals have no choice but to adopt it — or face exclusion.

12. Cognitive Warfare

‘ Term H Description ‘

‘Information warfare HUse of information to gain advantage ‘

‘Psychological operations HTargeted influence on emotions and attitudes‘

‘Strategic communication"Coordinated narrative management ‘

‘Hybrid warfare HMiX of military, economic, information tools‘

‘Narrative warfare HCompeting to control the story ‘

Key authors: Claverie, Du Cluzel, Togel (2023)

Connection to legal framework: Council of the EU Guidelines on Cognitive Warfare (4
October 2024) recognize cognitive warfare as an emerging hybrid threat. The legal paper
(section 3.5) discusses these guidelines and their implications.
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PART III - PRODUCERS OF COGNITIVE DEPENDENCY

13. States and Geopolitical Actors

‘ Tool H Description ‘
‘Soft power (Nye) HAttraction rather than coercion ‘
lPublic diplomacy “Direct communication with foreign publics‘

IStrategic communicationl|Coordinated narrative management ‘

|National narratives “Self—presentation as good actor ‘

‘Geopolitical influence HShaping preferences of other nations ‘

Key authors: Nye, Togel

14. Media Systems

‘ Mechanism H Description ‘
‘Agenda setting HDetermining what is important ‘
‘Framing HPresenting issues from a particular perspective‘
‘Gatekeeping HSelecting which stories to tell ‘
‘Narrative constructionHWeaVing facts into coherent stories ‘

Key authors: Chomsky, Herman (Manufacturing Consent)

Table 14.1: Trust in News Media — Selected European Countries (2025)

Country (|Trust in News Media (%)
| | |

Finland | 67 |
[Hungary]| 22 |
‘Greece H 22 ‘

Source: Reuters Institute Digital News Report 2025.
Context from Eurobarometer 104 (Autumn 2025)

e 77% of EU citizens consider Russia's invasion of Ukraine a threat to the security of
the European Union.

e 53% of EU citizens are satisfied with the EU's response to the invasion of Ukraine.

o Satisfaction with the EU's response ranges from 77% in Portugal to 32% in Cyprus.

Source: Standard Eurobarometer 104 — Autumn 2025.
Observation. Trust in news media varies substantially across European countries. At the

same time, Eurobarometer surveys indicate broad concern regarding European security and
significant variation in public attitudes toward the EU's response to geopolitical challenges.
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Available evidence does not support a simple relationship between media trust and threat
perception. Multiple factors, including political culture, historical experience, social media
environments, peer networks and geopolitical proximity, may influence public attitudes.

Methodological Note. Country-level data on fear of Russia as a military threat are not
available in published Eurobarometer summaries used in this study. Consequently, no direct
comparison between media trust and threat perception is attempted. Further empirical
research would be required to examine such relationships.

15. Digital Platforms

| Mechanism H Description ‘

‘Algorithms HAutomated content selection ‘

‘Recommendation systemsHPersonalized content feeds ‘

‘Attention engineering HDesigning for maximum time-on-platform‘

‘Engagement optimizationHPrioritizing content that generates reaction‘

16. AI Systems as Emerging Producers of Cognitive Dependency

This is a distinct category, not merely a subset of digital platforms. Al systems produce
cognitive dependency through unique mechanisms that differ from traditional media or

platforms.

Mechanism H Description H Example
Conversational Al that s1rpu1ates human ChatGPT, Claude, Copilot
agents conversation
Recommendation Al that suggests actions, TikTok algorithm, Amazon
agents purchases, content recommendations

Al that stores and retrieves

Memory delegation personal information

Memory features in Al assistants

Al that makes decisions on

Decision delegation || 1 e ¢ isers

Automated scheduling,
prioritization

Al presented as neutral,

Synthetic authority

"According to Al.." as

objective, or omniscient authoritative
Why Al is different from traditional media:
‘Dimension H Traditional Media H Al Systems

‘Interaction HOne-to-many broadcast

HPersonalized conversation

‘Authority HExplicit (journalist, expert)HSynthetic (appears neutral)

‘Memory HNO memory of user

‘AdaptationHStatic content

HDynamic, personalized response

‘Lock-in HLOW

|
|
|
HPersistent memory across sessions’
|
|

HHigh (memory lock-in)
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Key risks specific to Al:

o Epistemic dependency on Al — Treating Al output as truth without verification

o Decision atrophy — Reduced capacity for independent judgment through over-reliance

e Memory lock-in — Inability to switch Al assistants without losing personal memory
(Brcic, 2025)

e Sovereignty trap — Mistaking access to Al for genuine understanding (Klein, 2025)

Connection to legal framework: Al Act Article 5 prohibits certain manipulative Al practices
(subliminal techniques, exploitation of vulnerabilities). However, the gradual, cumulative

effects of Al dependency are not addressed by existing law.

17. Commercial Systems of Influence

| Mechanism H Description |
‘Advertising HPersuasion for commercial gain ‘
‘Consumer psychology HUnderstanding and exploiting decision-making’
‘Behavioral economics HNudging, choice architecture ’

ISurveillance capitalism (Zuboff)HExtraction of behavioural data

|Inﬂuencer ecosystems HTrust transfer from person to product |
|Attenti0n economy HMonetizing human attention |
‘Commercial manipulation HExploiting cognitive vulnerabilities ‘

Key authors: Zuboff, Kahneman, Sunstein, Thaler

Figure 10: Commercial Influence System
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transactional data ‘ scoring vulnerabilities, manipulation
— —_— responses
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FEEDBACK LOOP X

=» 71 Moreprofit =» & More data

Figure 10: Commercial Influence System

@ The commercial influence system operates as a closed loop. Data collection enables profiling, which enables prediction of
behavior and vulnerabilities. Prediction enables targeted behavioral influence (advertising, nudging, persuasive design,
manipulation). Successful influence generates commercial gain (profit, market share, lock-in), which in turn funds further
data collection. The system is self-reinforcing and operates largely outside consumer awareness.
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18. Academia, Research and Think Tanks

‘ Function

H Description

‘Knowledge production HCreating and validating knowledge

|

‘Narrative legitimacy

HGranting scientific authority to narrativesl

‘Expert authority

HTrust in credentialed voices

|

‘Epistemological inﬂuenceHShaping what counts as knowledge

19. Civil Society and Advocacy Networks

‘ Actor “

Description

‘NGOs HNon-governmental organizations with missions‘

‘Activist organizationsHCampaigning for change

‘Interest groups HRepresenting specific constituencies

‘Social movements HCollective action for change

20. Actors of Cognitive Influence
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Figure 11: Actors of Cognitive Influence Map
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Figure 11: Actors of Cognitive Influence Map

Cognitive dependency emerges from a distributed network of interacting actors, including states, media systems,
digital platforms, corporations, academia, NGOs and influencers. Al systems increasingly function as a cross-cutting
influence amplifier, strengthening the capacity of other actors to shape perception, attention and decision-making.
Influence flows are multidirectional and often asymmetric; no single actor controls the system. Dependency emerges
from the cumulative interaction of multiple actors operating through different mechanisms.

21. Individual Consequences

‘ Consequence

H Description

Reduced autonomy

Decisions increasingly shaped by external systems rather than
independent judgment

‘Decision paralysis

HInability to decide without external guidance or validation

‘Increased conformity

HPreference for group acceptance over independent reasoning

Dependence on external
validation

Reliance on approval, recognition and social reinforcement

Anxiety and uncertainty

Increased psychological vulnerability resulting from conflicting
information and constant stimulation
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Loss of intellectual Reduced trust in one's own capacity to evaluate claims and
confidence evidence

Self-concept becomes dependent on external narratives, groups or

Identity fragility authorities

Individual consequences are often the first visible manifestations of cognitive dependency. As
external systems increasingly shape perception, interpretation and decision-making,
individuals may gradually lose confidence in their own judgment and become more reliant on
external sources of orientation and validation.

The process is typically cumulative rather than sudden. Repeated exposure to highly curated
information environments, algorithmic recommendations, persuasive narratives and authority-
based signals can reduce independent reflection and increase susceptibility to influence.

Illustrative Observation

Cognitive dependency may contribute to feelings of helplessness, reduced perceived agency
and increased reliance on external authorities. Individuals who believe that important
decisions are determined primarily by external actors may become more vulnerable to fear,
passivity and conformity. The precise relationship between perceived helplessness, threat
perception and cognitive dependency requires further empirical research.

22. Societal Consequences

‘ Consequence H Description ‘
‘Social fragmentation HBreakdown of shared social fabric ‘
‘Polarization HOpposing camps unable to communicate ‘
‘Tribalism HLoyalty to group over truth ‘
‘Erosion of trust HDistmst of institutions, media, science, each other‘

|

‘Reduced social cohesionHInability to act collectively

PART IV — CONSEQUENCES OF COGNITIVE DEPENDENCY

23. Democratic Consequences

‘Consequence HDescription ‘

‘Decline of informed citizenship HCitizens cannot make informed choices ‘

‘Manipulation of public opinion HElites shape what citizens believe ‘

Weakening of democratic

; ) No shared factual basis for debate
deliberation

Citizens cannot hold power accountable without reliable

Reduced accountability information
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|C0nsequence HDescription

Increased susceptibility to

propaganda Vulnerability to manipulation

‘Weakened deliberation HArguments replaced by tribal loyalty

lVoter manipulation

HElections decided by manipulation rather than preference ‘

|Institutional distrust

HDistrust of courts, media and electoral authorities

Selected Eurobarometer 104 Indicators (Autumn 2025, EU averages)

‘Indicator HEU Average (%)‘
‘Concern about EU defence and security H 78 |
‘Support for a common EU defence and security policy H 81 ‘
‘Russia's invasion perceived as a threat to EU security H 77 ‘
‘Support for financing military equipment for Ukraine H 59 ‘
‘Support for a stronger EU role in security and protectionH 67 ‘

Source: Standard Eurobarometer 104 — Autumn 2025.

Observation. Available survey data suggest a relationship between perceived security threats
and support for defence-related policies. However, threat perception is only one of several
factors shaping public attitudes. Historical experience, political culture, media environments

and trust in institutions may also play significant roles.

24. Strategic Consequences

Consequence HDescription

Vulnerability to foreign
influence

Foreign actors exploit cognitive dependency

Strategic dependency

narratives

Reliance on foreign systems for information, technology and

‘Loss of national autonomy HReduced capacity to pursue independent policy

‘Reduced societal resilience HDifﬁculty responding collectively to crises

Illustrative Observation

Threat perception is not purely objective but is influenced by historical experience, alliance
structures, media environments and political narratives. Different societies may interpret
identical geopolitical events in substantially different ways. Understanding these differences

is essential for assessing strategic resilience and cognitive sovereignty.
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25. Economic Consequences

‘ Consequence H Description ‘
|C0nsumer manipulation “Purchasing decisions shaped by exploitation, not preference‘
|Attenti0n extraction “Time and focus extracted as raw material ‘
|Behavi0ral exploitation “Vulnerabilities monetized ‘
‘Reduced innovation capacityHDependent societies innovate less ‘

Figure 12: Consequences of Cognitive Dependency Map
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Figure 12: Consequences of Cognitive Dependency Map

Cognitive dependency produces cascading consequences across five interconnected domains: individual (loss of autonomy,
anxiety), societal (fragmentation, polarization), democratic (erosion of deliberation, voter manipulation), strategic
(vulnerability to foreign influence, loss of autonomy), and economic (consumer manipulation, attention extraction).

PART V — ETHICS OF INFLUENCE

26. When Is Influence Legitimate?

‘ Principle H Description
‘Transparency HThe target knows they are being influenced
‘Informed consent HThe target agrees to the influence

‘Preservation of autonomyHThe target retains capacity for independent judgment

‘Proportionality HInﬂuence is proportional to the issue

‘Reversibility HThe target can change their mind

|
|
|
|
|
|
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27. When Does Persuasion Become Manipulation?

‘ H Persuasion H Manipulation

lTransparency“Open about intent HHidden intent

|
|
|Inf0rmati0n “Accurate, completeHSelective, distorted ‘
l
|

|Aut0nomy “Preserved HReduced
‘Consent HInformed HExploited
‘Target HReason HEmotions, vulnerabilities

28. Can Manipulation Ever Be Justified?

‘ Context HJustification?H Condition ‘
‘Parent-child HPossibly HChild lacks capacity ‘
‘Emergency HPossibly HImminent harm ‘
‘Therapy HPossibly HPatient consent ‘
‘Public healthHDebated HNudging Vs coercion ‘
‘Politics HNO HDemocracy requires autonomy‘
‘Commerce HNO HConsumer sovereignty ‘

29. Is Paternalistic Nudging Ethical?

‘ Position H Argument ‘

‘For (Sunstein, Thaler)HPreserves choice; helps overcome biases ‘

‘Against HUndermines autonomy; slippery slope to manipulation‘

Key question: Who decides what is good for the individual?

30. The Ethical Influence Matrix

H Transparent H Opaque
Preserves Legitimate education, 1. Questionable (e.g., subliminal
autonomy persuasion advertising)
Reduces 1. Paternalistic (sometimes >{ Manipulation, psychological
autonomy justified) violence
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Figure 13: Ethical Influence Matrix
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Figure 13: Ethical Influence Matrix
The ethical status of influence depends on two dimensions: transparency (whether the target knows they are being influenced) The matrix evaluates methods
and effect on decisional autonomy (whether the target retains capacity for independent judgment). o rather than actors. The same
influence technique may be
ethically acceptable or
unacceptable depending on
transparency, preservation of
decisional autonomy,
proportionality and context.

The Legitimate quadrant (transparent, autonomy-preserving) includes education, persuasion, and advocacy with disclosure.
The Questionable quadrant (opaque but not coercive) includes subliminal advertising and hidden influence.

The Protective / Paternalistic quadrant (transparent but autonomy-reducing) includes nudging and public health campaigns -
sometimes justified, sometimes not.

The Manipulation / Psychological Violence quadrant (opaque and autonomy-reducing) includes coercive control, deception,
exploitation, and dark patterns - these are unlawful or ethically unacceptable.

The matrix is actor-neutral: the same standards apply to states, platforms, corporations, and individuals.

PART VI - FRAMEWORK FOR REGULATORY RESPONSES
Purpose
To provide a structured framework for future regulatory, educational and institutional

responses without prescribing specific legislation. This framework serves as the bridge
between conceptual analysis (this document) and legal regulation (accompanying legal paper).

31. Individual Level
‘ Response H Description
‘Critical thinking HEvaluating claims, identifying biases
|Informati0n hygiene HSee Part VII

|C0gnitive resilience HSee Part VIII

|
|
|
|Em0ti0nal self-regulationl‘Managing fear, anger, hope ‘
}

‘Independent judgment HPracticing autonomous decision-making

32. Family Level

| Response H Description |

lEarly value formation HTeaching intellectual honesty, curiosity |

‘Emotional security HSafe environment for questioning ‘

‘Resilience developmentHCoping with uncertainty ’

|Independent thinking HEncouraging questions, not just answersl
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‘ Response

H Description ‘

‘Logic

HFormal and informal reasoning |

‘Argumentation

HConstructing and evaluating argumentsl

‘Media literacy

HAnalyzing sources, detecting bias |

‘Digital literacy

HUnderstanding algorithms, data

‘Critical reasoningHApplying logic to real-world claims

‘Epistemology

|
|
HWhat counts as knowledge? |

34. Media Level

‘ Response

H Description

‘Transparency

HDisclosing ownership, funding, conﬂicts‘

‘Editorial accountability"Corrections, ombudspersons

‘Source verification

HFact—checking standards

‘Pluralism

HMultiple perspectives within outlet

Ilustrative example (Source: European Commission — EU spending and revenue 2000—

2024, 2024 data):

e EU spending allocated to 22 selected member states in 2024: approximately €44.84

billion

o Ukraine support reference: approximately €45 billion/year (EU's €90 billion package

for 2026-2027)

This is a scale comparison, not a direct budget-equivalence claim. It illustrates the magnitude
of EU financial transfers and the importance of transparency in public communication.

35. Platform Level

‘ Response

H Description

‘Algorithm transparency HDisclosing how recommendations work

‘Explainability

HWhy was this shown to me?

‘User control

|Ability to adjust, disable algorithms

‘Recommendation systemsHReducing amplification of harmful content

Connection to legal framework: DSA Articles 34-35 already require VLOPs to assess and
mitigate systemic risks, including those related to mental well-being and democratic

discourse.
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Response

H Description

Memory portability

Right to transfer personal memory between Al systems
(Brcic, 2025)

Synthetic authority
disclosure

Clear labeling of Al-generated content as non-authoritative

Decision delegation limits

Restrictions on Al making binding decisions without human
oversight

Epistemic dependency
warnings

Notifications when user outsources judgment repeatedly

Lock-in prevention

HProhibition of technical barriers to switching Al assistants

Connection to legal framework: Al Act Article 5 prohibits subliminal and exploitative
techniques. However, memory lock-in and synthetic authority are not yet addressed.

37. Commercial Level

‘ Response H Description

‘Behavioral targeting HTransparency, opt-out rights

‘Dark patterns

‘Persuasive design HEthical limits on attention engineering

‘Consumer autonomyHRight to make uninfluenced choices

|
|
HProhibition of deceptive design ‘
l

Connection to legal framework: Al Act Article 5 prohibits subliminal and exploitative
techniques. Consumer protection law prohibits dark patterns.

38. Political Level

‘ Response H Description ‘
‘Political advertising transparencyHWho paid? Who was targeted? ‘
‘Campaign transparency HDisclosure of funding, methods ‘
‘Funding transparency HFollow the money ‘
‘Foreign influence disclosure HLabeling foreign-sponsored content‘

Connection to legal framework: DSA requires transparency for political advertising on
VLOPs. The proposed European Democracy Shield would expand these requirements.
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39. State Level

‘ Response H Description ‘
|C0gnitive security “Protecting citizens from cognitive manipulationl
|Dem0cratic resilience “Strengthening institutions against influence |

|Strategic communication standards“Transparency for public communication

|

‘Institutional transparency HPublic access to decision-making

40. International Level

| Response “ Description |

|C0mm0n standards HGlobal norms for cognitive security‘

|Human rights protection HCognitive integrity as human right ‘

|Digital governance HCross-border platform regulation ‘

|Internati0nal cooperationHMutual legal assistance, extradition‘

Figure 14: Multi-Level Protection Framework
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Figure 14: Multi-Level Protection Framework

Protection against cognitive dependency requires coordinated action across multiple inter levels. cognitive is the

supported by family, education, media, platforms, Al systems, commercial regulation, political transparency, state-level cognitive security and international governance.
Each level contributes distinct protective functions and reinforces the levels above it. The ultimate objective of the framework is not the elimination of influence,

but the preservation of cognitive sovereignty and autonomous judgment in complex information environments.

Individual il
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PART VII - INFORMATION HYGIENE

41. The Analogy

‘ Domain H Practice H Purpose
‘Personal hygiene HWashing hands, brushing teeth HPrevent individual disease ‘
Public health Sanitation, vaccination P.revent community

disease
Information Source verification, diversity, fact- Prevent information
hygiene checking disease

Just as personal hygiene prevents physical illness and public health prevents epidemics,
information hygiene prevents cognitive contamination and societal information pollution.

42. Individual Information Hygiene Practices

‘ Practice

H Description ‘

‘Source verification

HCheck the original source, not just headlines‘

‘Lateral reading

HLeave the site to verify claims elsewhere ‘

‘Diversity consumption

HSeek out opposing perspectives

‘Delayed sharing

HWait 24 hours before sharing anything

‘Fact-checking

‘Notiﬁcation managemen

tHTum off non-essential notifications

‘Scheduled consumption

|
|
HUse multiple fact-checking services ‘
}

HDesignated times, not constant feed

43. Collective Information Hygiene

‘ Practice

H Description

‘Media literacy education

HTeaching skills in schools

‘Public fact-checking

Hlndependent verification services

‘Transparency requirementsHDisclosing sources, methods

‘Algorithm auditing

Hlndependent review of recommendation systems

‘Correction norms

HExpectation that errors will be corrected

44. Information Hygiene vs Information Pollution

| Pollution

H Hygiene Response

‘Misinformation

HFact-checking, verification

‘Disinforrnation

‘Inforrnation overloadHScheduled consumption, filtering

‘Fragmentation

|
|
HSource tracking, labeling ‘
}

HDiversity seeking, bridging
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Figure 15: Information Hygiene Model
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Figure 15: Information Hygiene Model

Information hygiene is analogous to personal hygiene and public health. Personal hygiene practices help prevent individual infection,
while public health measures protect entire populations. Information hygiene applies the same logic to the information environment.
Practices such as source verification, lateral reading, exposure to diverse perspectives, fact-checking and deliberate information
consumption help prevent cognitive contamination and reduce vulnerability to information pollution. Just as personal hygiene and
public health are complementary, individual information practices and collective information governance reinforce one another and
contribute to long-term cognitive health and cognitive sovereignty.

PART VIII - COGNITIVE RESILIENCE
45. What Is Cognitive Resilience?

Cognitive resilience is the capacity to maintain independent judgment, emotional regulation
and intellectual flexibility despite exposure to manipulation, uncertainty and competing
narratives.

Cognitive sovereignty begins with cognitive resilience. Without resilience, there is no
capacity for sovereignty.

46. Components of Cognitive Resilience

‘ Component H Description

‘Resistance to manipulation"Recognizing and resisting influence attempts

’Emotional resilience HRegulating fear, anger, hope

’Tolerance of uncertainty HComfort with not knowing

‘Delayed judgment HResisting pressure for immediate conclusion

‘Independent verification HChecking claims before believing

|
|
|
|
’Tolerance of ambiguity HHolding multiple possibilities without premature closure‘
}
|

‘Intellectual humility HWillingness to be wrong
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47. The Cognitive Resilience Model

‘ Stage H Description

IInformationHExposure to claim or event

lReﬂection HPause before accepting

‘Judgment HTentative conclusion

‘Decision HAction based on judgment

|
|
|
|Veriﬁcation HCheck sources, evidence |
|
|
|

lRevision HWillingness to update when new evidence arrives

This model contrasts with the dependency model:

‘ Dependency Model H Resilience Model

Information — Belief — |Information — Reflection — Verification — Judgment —
Action Decision — Revision

Figure 16: Cognitive Resilience Model
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Dependency Model: Information — Belief — Action ‘ The art of life is
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Judgment — Decision —+ Action — Revision (£3) between doubt and decisiveness.
Figure 16: Cognitive Resilience Model Q, Information: What i the cloim?
‘ ' Cognitive resilience follows a cyclical process that contrasts sharply with the dependency model (Information — Belief — Action). &  Reflection: Shond o
Exposure to information is followed by reflection and verification. Judgment remains provisional and open to revision. Q@ Verification: Is it credibie?
Decision requires balancing uncertainty with the need to act. Action translates judgment into practice. Revision closes the loop Sk vlghine  Whiiti okt I
by incorporating new evidence and returning the individual to reflection. _}' I::.-ste-nl‘ Wf\al sh::uld I:??
The feedback loop represents intellectual humility, continuous learning and adaptive reasoning. Cognitive resilience is therefore 'C Rmsi;m :,hal - :vidence'sxisls’
not certainty, but the capacity to balance doubt and decisiveness while preserving autonomous judgment. :
PART IX — FROM RESILIENCE TO SOVEREIGNTY
48. The Hierarchy of Cognitive Protection
‘LevelH Concept H Description ‘
‘1 HInformation Integrity HInformation is accurate, complete, verifiable ’
‘2 HInformation Hygiene HPractices to maintain clean information environmentl
‘3 “Cognitive Resilience HCapacity to resist manipulation, tolerate uncertainty |
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‘Level” Concept H Description |
‘4 ||C0gnitive Integrity HRight and capacity for autonomous judgment |
‘5 ||C0gnitive SovereigntyHContinuous effort to preserve independent judgment|

Each level builds on the previous. Without information integrity, information hygiene is
impossible. Without hygiene, resilience is undermined. Without resilience, integrity is
vulnerable. Without integrity, sovereignty is meaningless.

Figure 17: Cognitive Sovereignty Pyramid
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Figure 17: Cognitive Sovereignty Pyramid

Cognitive sovereignty rests on five hierarchical levels. The base (Information Integrity) ensures
that information is accurate and verifiable. Information Hygiene maintains a clean information
environment. Cognitive Resilience provides the capacity to resist manipulation. Cognitive Integrity
protects the right to autonomous judgment. At the apex, Cognitive Sovereignty represents the
continuous effort to preserve independent judgment despite competing influences.

Each level builds on the previous; without the base, the apex cannot stand.

49. Cognitive Sovereignty (Definition)

Cognitive sovereignty is the continuous individual and collective effort to preserve

autonomous judgment while navigating competing influences, narratives, interests and
uncertainties.
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e Freedom from all influence (impossible)
o Isolation from society (counterproductive)
o Certainty about everything (unrealistic)

What cognitive sovereignty IS:

o The capacity to evaluate competing claims

o The ability to change one's mind when evidence changes
o The willingness to tolerate uncertainty

e The practice of delayed judgment

o The maintenance of intellectual humility

50. The Five Pillars of Cognitive Sovereignty

| Pillar H Description

|Inf0rmational SovereigntyHControl over information intake, media systems, algorithms
Epistemological Independent knowledge production, science, research
Autonomy

IN arrative Power

‘Ability to shape public discourse and cultural frameworks

Cognitive Resilience

Resistance to manipulation, critical thinking, information
hygiene

lValue Autonomy

HProtection from subliminal and emotional manipulation

Figure 18: Five Pillars of Cognitive Sovereignty
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A POLITICAL ECONOMIC TECHNOLOGICAL

SOVEREIGNTY
Capacity for independent

political decision-making,
free from external coercion
or narrative control.

SOVEREIGNTY

SOVEREIGNTY

Control over economic
resources, free from
manipulative markets

or surveillance capitalism.

Independence in technology
infrastructure, algorithms,
data, and Al systems.

1L (@

WITHOUT COGNITIVELY SOVEREIGN INDIVIDUALS THERE IS NO COGNITIVELY SOVEREIGN SOCIETY.
WITHOUT COGNITIVE SOVEREIGNTY THERE IS NO STRATEGIC SOVEREIGNTY.

¥

Figure 18: Five Pillars of Cognitive Sovereignty
Cognitive sovereignty rests on five interconnected pillars. Together they translate into three higher-order forms of sovereignty: political, economic and
technological. These sovereign capabilities depend on citizens who can think independently, access truth, shape meaning, resist manipulation and form
their own values. Protecting and strengthening these pillars is the foundation for a free, prosperous and technologically independent society.
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51. Cognitive Sovereignty as Equilibrium

The art of life lies in maintaining equilibrium between doubt and determination.
Too much doubt — paralysis, inability to act

Too much determination — dogmatism, inability to learn

Cognitive sovereignty is the expression of that equilibrium at individual and societal
levels.

YVVVY

Figure 19: Cognitive Sovereignty Ecosystem

FIGURE 19: COGNITIVE SOVEREIGNTY ECOSYSTEM
STRATEGIC SOVEREIGNTY

Political ‘ Economic ‘ Technological
Autonomy Autonomy Autonomy

Enables and translates into

COGNITIVE SOVEREIGNTY

Ability to understand reality, define priorities
and make autonomous decisions.

“‘D (FOUNDATIO) r’b’s

1. FAMILY
Early value formation,
emotional security,
resilience

4. MEDIA
Transparency,
pluralism, editorial
accountability

Independent Thinking /

Question assumptions, seek truth

: @l Critical Reflection

: Pause, analyze, evaluate i

{ Information Hygiene H

i Verify, diversify, delay, fact-check :
2.EDUCATION | € | e
Logic, media literacy, Cognitive Resilience
critical thinking, a Resist manipulation,
epistemology adapt and learn

Value Autonomy
9 Define and act on

5. TECHNOLOGY
Open algorithms,
user control,
data sovereignty

own values

Two -way mteractron
3. SCIENCE and mutual reinforcement

8. INSTITUTIONS
Rule of law, checks
and balances,
transparency

Independent research,
knowledge production,
peer review

6. CIVIL SOCIETY 7. DEMOCRACY
Advocacy, oversight, Free elections, public
civic participation, debate, accountability,

commumty engagement representation

Inner Layer: Individual Capacities Outer Layer: Societal Ecosystem — Two-way Interaction
(what individuals must develop) (what society must provide) (mutual reinforcement)

Figure 19: Cognitive Sovereignty Ecosystem

Cognitive sovereignty does not emerge in isolation. It arises from the interaction between individual capacities and societal institutions.
Independent thinking, critical reflection, information hygiene, cognitive resilience and value autonomy form the individual foundation
of cognitive sovereignty.

These capacities are supported and reinforced by a broader ecosystem consisting of family, education, science, media, technology,
civil society, democracy and public institutions. Each domain contributes essential resources, norms and safeguards that enable
individuals to think freely and act responsibly.

Together they enable cognitive sovereignty — the capacity for autonomous judgment. Cognitive sovereignty in turn provides the
foundation for strategic sovereignty, including political, economic and technological autonomy. Without a healthy ecosystem,
cognitive sovereignty cannot flourish; without cognitive sovereignty, strategic sovereignty remains illusory.
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PART X - EUROPEAN STRATEGY FOR COGNITIVE SOVEREIGNTY

52. Why Europe?

‘ Factor H Europe's Vulnerability H Europe's Strength ‘

Strategic sovereignty Dependent on foreign Strong regulatory capacity (DSA,

platforms, Al Al Act)
‘Democratic resilience HVulnerable to disinformation HStrong democratic institutions ‘
‘Cultural diversity HFragmentation risk HPluralism as strength ‘
Technological . .
dependence Few European platforms Developing European alternatives
Information .
dependence Reliance on US platforms Regulatory leverage (DSA)

53. Strategic Sovereignty

Cognitive sovereignty is a prerequisite for strategic sovereignty. A nation whose citizens are
cognitively dependent cannot exercise independent foreign policy, resist foreign pressure, or
maintain democratic institutions.

54. Democratic Sustainability

Democracy depends on citizens capable of independent judgment. When cognitive
dependency becomes widespread, democracy is hollowed out from within. Elections continue,

but citizens cannot make informed choices. Accountability disappears. Trust erodes.

Protecting cognitive integrity is therefore not merely an individual concern. It is a
precondition for democratic sustainability.

55. European Strategy Components

‘ Component H Description ‘
‘Regulatory HDSA, Al Act, GDPR as foundation; further development needed‘
[Educational |Media literacy, critical thinking in all curricula |

‘TechnologicalHEuropean platforms, open algorithms, transparency

‘Resilience HCiVil society training, public awareness

|
‘Cultural HSupporting diverse European voices ‘
l

‘International HSetting global standards for cognitive security

Case Study: Spain

Spain exhibits lower fear and lower militarisation pressure despite low or moderate objective
exposure to Russia. This suggests:
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e Fear remains moderate despite very low direct exposure

o Public not trapped in the emotion—narrative inflation cycle
o Evidence of stronger psychological distance and stability
o Commitment to peace over escalation, democracy and international law

*Source: Eurobarometer 104 (Fear of War/Threat Perception, 2025); Cluster17 / Le Grand

Continent (Exposure Index).*

Hllustrative example requiring empirical validation. Spain demonstrates that cognitive

sovereignty is possible — not through isolation, but through resilience, democratic culture and

strategic maturity.

Figure 20: From Individual to the Future

FIGURE 20: FROM INDIVIDUAL TO THE FUTURE

SOVEREIGN FUTURE

Autonomous, resilient,
democratic society.

f leads to

STRATEGIC SOVEREIGNTY

Political, economic and
technological autonomy.

T enables

SOCIETAL RESILIENCE

Collective capacity to resist
manipulation and disruption.

T builds

COGNITIVE SOVEREIGNTY

Continuous effort to preserve
autonomous judgment.

T requires

COGNITIVE INTEGRITY

Right and capacity for
autonomous judgment.

T enabled by

INFORMATION HYGIENE

Practices that maintain a healthy
information environment.

f depends on

H
1

Continuous
feedback
and
adaptation

*®

INFORMATION INTEGRITY
Accurate, complete and
verifiable information.

EQUILIBRIUM

Ay AN

T

DOUBT

DECISIVENESS

The art of life
is establishing
balance —
in this case

between doubt
and decisiveness.

FROM INDIVIDUAL
TO THE FUTURE

future for generations to come.

A sovereign future is the result of a chain of interdependent foundations.
Information integrity is the essential starting point. Information hygiene
creates a healthy environment. Cognitive integrity establishes the right

and capacity for judgment. Cognitive sovereignty is a continuous effort

to remain in control of one’s own mind. Societal resilience emerges when
many individuals are sovereign. Strategic sovereignty follows, enabling
autonomy in politics, economy and technology — and ultimately a sovereign

THIS IS NOT A ONE-TIME ACHIEVEMENT, BUT A LIFELONG AND CIVILIZATIONAL JOURNEY.
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PART XI - THEORETICAL FOUNDATIONS

56. Propaganda, Public Opinion and Manufactured Consent

Hannah Arendt (1906-1975)

Key concept: Totalitarianism, propaganda and the destruction of factual reality.

Arendt argued that totalitarian regimes do not merely suppress dissent but actively destroy the
capacity for independent judgment by blurring the distinction between fact and fiction, truth
and falsehood.

Connection: Arendt's work illuminates how systematic information manipulation can erode
the conditions necessary for autonomous judgment — a process closely related to cognitive
dependency.

Noam Chomsky (b. 1928) and Edward Herman (1925-2017)

Key concept: Manufacturing Consent (1988).

Chomsky and Herman proposed a "propaganda model" of media in which structural filters
(ownership, advertising, sourcing, flak, anti-communist ideology) systematically shape news

content.

Connection: The propaganda model illustrates how systemic, institutional factors can shape
public perception — an early formulation of systemic psychological influence.

57. Psychological Mechanisms of Influence

Daniel Kahneman (b. 1934)

Key concept: System 1 and System 2 thinking (Thinking, Fast and Slow, 2011).

Kahneman demonstrated that human cognition operates through two systems: System 1 (fast,
intuitive, automatic) and System 2 (slow, deliberative, analytical). System 1 is highly

susceptible to cognitive biases and framing effects.

Connection: Kahneman's work explains why manipulation works. Influence systems often
target System 1 processing, bypassing deliberative reasoning.

Robert Cialdini (b. 1945)

Key concept: Principles of persuasion (authority, social proof, reciprocity, scarcity, liking,
consistency).

Connection: These mechanisms are systematically exploited by commercial and political
actors across all jurisdictions.
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Mattias Desmet (b. 1970)
Key concept: Mass formation.

Desmet has analyzed how collective psychological processes can lead to shared beliefs and
behaviors without rational foundation.

Connection: Desmet's analysis is relevant to understanding societal-level cognitive
dependency.

58. Digital Influence and Behavioral Engineering
Shoshana Zuboff (b. 1951)
Key concept: Surveillance capitalism (The Age of Surveillance Capitalism, 2019).

Connection: Surveillance capitalism describes the commercial production of behavioral
dependency — a structural driver of cognitive dependency.

Jaron Lanier (b. 1960)
Key concept: Behavior modification business models.

Connection: Lanier's critique identifies the commercial incentives that drive algorithmic
influence systems.

Cass Sunstein (b. 1954) and Richard Thaler (b. 1945)
Key concept: Nudging and choice architecture (Nudge, 2008).

Connection: Sunstein's work illuminates the boundary between legitimate guidance and
manipulative interference with autonomy.

59. Power, Knowledge and Social Control
Michel Foucault (1926-1984)
Key concept: Disciplinary power and normalization.

Connection: Foucault's analysis provides a framework for understanding institutional and
societal influence systems that operate without explicit violence.

60. Contemporary Discussions of Cognitive Sovereignty
Mario Brecic (2025)

Key concept: Cognitive sovereignty in the age of AL
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Brcic defines cognitive sovereignty as "the ability of individuals, groups, and nations to
maintain autonomous thought and preserve identity in the age of powerful Al systems,
especially those that hold their deep personal memory."

Key concepts: Network Effect 2.0, memory lock-in ("cognitive amputation"), Al colonialism.
Christian R. Klein (2025)

Key concept: Sovereignty Trap.

Klein describes a mechanism where the authoritative competence of Al systems tempts users
to cede their own intellectual judgment, mistaking access to information for genuine ability.
He writes of the "hollowed mind."

Gargi Tripathi and Lipi Saxena (2025)

Key concept: Epistemic colonization (The Managed Mind).

Tripathi and Saxena argue that mechanisms of power operate within the citizen's own
consciousness. They call for a new form of social contract that protects the integrity of the
psyche.

Nita Farahany (2023)

Key concept: Cognitive liberty / Right to think freely (The Battle for Your Brain, 2023).

Farahany argues that emerging neurotechnologies threaten cognitive liberty — the right to self-
determination over one's own brain and mental processes.

Connection: Farahany's concept of cognitive liberty is closely related to cognitive integrity.
Neurotechnology threatens from the inside; influence systems threaten from the outside.

60.1 Luciano Floridi (b. 1964) — Information Integrity and the Infosphere

Key concept: Infosphere, information integrity, information hygiene, onlife (The Philosophy
of Information, 2011; The Ethics of Information, 2013; The Green and the Blue, 2023).

Floridi is an Italian philosopher of information and one of the most influential thinkers on
digital ethics and information philosophy. He argues that contemporary societies live in an
infosphere — an environment where information and physical reality are no longer separate
but deeply integrated. Digital technologies are not tools we use; they are environments we
inhabit (the "onlife" condition).
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Key concepts relevant to cognitive dependency:

Concept H Description
The entire information environment as a unified space — physical,
Infosphere . . . )
digital, biological, social
Information The quality of information as accurate, complete, verifiable and
integrity trustworthy
Information Practices to prevent information pollution and maintain a clean
hygiene infosphere
. The condition where online and offline life are no longer
Onlife Ce
distinguishable
. . ||[Ethical framework for the infosphere, extending moral consideration to
Information ethics |. . o
information entities

Connection to this paper: Floridi's concept of information integrity directly informs the
hierarchy proposed in Part IX (from Information Integrity to Information Hygiene to
Cognitive Resilience to Cognitive Integrity to Cognitive Sovereignty). His call for
information hygiene as a collective practice (analogous to public health) is the theoretical
foundation for Part VII of this document.

Floridi writes: "We are not standalone informational agents. We are embedded in an
infosphere that shapes our perception, our knowledge, and our decisions. Protecting the
integrity of the infosphere is not a luxury. It is a precondition for autonomous judgment."

Connection to legal framework: Floridi's work provides philosophical justification for
regulating information environments (DSA, Al Act) as a matter of protecting the conditions
for autonomous judgment — not as censorship but as infrastructure protection.

61. Jonas Togel (2023) — Cognitive Warfare

Jonas Togel (active 2023-2025)

Key concept: Cognitive warfare (Kognitive Kriegsfiihrung).

Togel argues that NATO has been developing cognitive warfare since 2020, described as "the
most advanced form of manipulation" with the goal of "hacking human thoughts like

computers." He analyzes the Integrity Initiative and the exploitation of nudging for political
manipulation.

Connection: Togel provides detailed analysis of psychological manipulation as systematic
state practice — precisely the "soft power" and "systematic manipulation" dimensions of
cognitive dependency.
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62. Synthesis and Original Contribution

The common thread across these theoretical contributions — from Arendt to Tégel, from
Farahany to Brcic, from Floridi to Togel — is the recognition that psychological violence is not
confined by borders.

Foreign actors, commercial platforms, domestic institutions and interpersonal perpetrators
may employ similar methods. The mechanisms of influence — repetition, emotional targeting,
selective exposure, algorithmic manipulation, behavioral engineering, narrative coercion — are
universal. The harm to the individual — the gradual erosion of autonomous judgment — is the
same regardless of the source.

The concept of cognitive dependency proposed in this paper synthesizes these observations
into a common analytical framework.

Original contribution of this paper:

1. Synthesis of existing observations into a unified legal and conceptual framework
applicable across domestic, foreign, commercial and institutional actors

Cognitive dependency as a distinct regulatory blind spot

Hierarchy from information integrity to cognitive sovereignty (informed by Floridi)
Actor-neutral operational definitions

Asymmetric regulation of public vs private vs foreign actors

Integration of epistemic dependency, Al systems, and cognitive resilience into a
coherent model

SARNANE ol ol
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PART XII — FINAL SYNTHESIS
63. Cognitive Dependency Framework Summary

COGNITIVE DEPENDENCY FRAMEWORK SUMMARY TABLE

| PROBLEM | CONSEQUENCE | PROTECTIVE RESPONSE
INFORMATION Distorted percention INFORMATION HYGIENE
POLLUTION srorted perception, (source verification, lateral

epistemic chaos, loss of

(slomaton o o T i fr [0t checkin
L) ’ public debate P .
fragmentation) perspectives)
PSYCHOLOGICAL
PSYCHOLOGICAL Reduced autonomy. impaired PROTECTION
VIOLENCE Y, 1hp (legal regulation, coercive

judgment, psychological

rei ntrol mati ; ioni
(coercive control, systematic harm, erosion of dignity

manipulation, gaslighting)

control legislation, Directive
(EU) 2024/1385, criminal law

protections)
MANIPULATION Cognitive dependency COGNITIVE RESILIENCE
(fear-based persuasion, } : )
o . through progressive transfer ||(emotional regulation, delayed
algorithmic targeting, . )
. . of judgment to external judgment, tolerance of
synthetic authority, dark : o )
systems uncertainty, critical reflection)
patterns)
COGNITIVE PROTECTION OF
. . Erosion of Cognitive COGNITIVE INTEGRITY
(persistent reliance on . . .
Integrity through loss of (right to autonomous judgment,
external systems for . >
autonomous judgment transparency, accountability,

judgment, orientation and

. . . . f
decision-making) informed consent)

LOSS OF COGNITIVE Democratic vulnerability, COGNITIVE
. SOVEREIGNTY
INTEGRITY strategic dependency, .
. . o . Continuous effort to preserve
(systemic erosion of susceptibility to foreign . .
. . . independent judgment through

autonomous judgment at influence, reduced societal e

. o1 equilibrium between doubt and
societal scale) resilience ..

decisiveness

Caption

This table summarizes the Cognitive Dependency Framework. The progression from left to
right represents the transition from problem to consequence and protective response. The
vertical progression from top to bottom represents increasing severity and the need for higher-
level responses.

Information Pollution (misinformation, disinformation, overload and fragmentation) produces
distorted perception and epistemic chaos; the response is Information Hygiene. Psychological
Violence (coercive control, systematic manipulation and gaslighting) impairs autonomous
judgment and causes psychological harm; the response is Psychological Protection through
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legal regulation and criminal law. Manipulation (fear-based persuasion, algorithmic targeting,
synthetic authority and dark patterns) produces Cognitive Dependency; the response is
Cognitive Resilience. Cognitive Dependency gradually erodes Cognitive Integrity; the
response is Protection of Cognitive Integrity through transparency, accountability and
protection of autonomous judgment. Finally, the Loss of Cognitive Integrity at societal scale
produces democratic vulnerability, strategic dependency and susceptibility to external
influence; the response is Cognitive Sovereignty.

Each level builds upon the previous one. Without information hygiene, cognitive resilience is
weakened. Without resilience, cognitive integrity cannot be protected. Without integrity,
cognitive sovereignty becomes impossible. The framework is actor-neutral and applies
equally to individuals, institutions, corporations, media systems and states.

The framework progresses from information quality to cognitive sovereignty. Cognitive
sovereignty is not understood as a fixed state, but as a continuous balancing process

between openness to revision and the capacity to act. The art of life lies in maintaining
equilibrium between doubt and decisiveness.

Final Reflection

Cognitive dependency is not the absence of intelligence, education or information.

It is the progressive transfer of judgment from the individual to external systems of influence.
Cognitive sovereignty is not the absence of influence.

It is the continuous effort to preserve autonomous judgment despite influence.

The art of life lies in maintaining equilibrium between doubt and determination.

A democratic society should strive to ensure that this equilibrium remains possible — for
individuals, for democracy, and for the state.



"
Libertas - Europa

REFERENCES
Academic Literature
Arendt, H. (1951) The Origins of Totalitarianism. New York: Schocken Books.

Brcic, M. (2025) 'The Memory Wars: AI Memory, Network Effects, and the Geopolitics of
Cognitive Sovereignty', arXiv preprint, arXiv:2508.05867.

Bublitz, J.C. (2012) 'Crimes Against Minds: On Mental Manipulations, Harms and a Human
Right to Mental Self-Determination', in Neuroscience and the Law. Springer, pp. 1-20.

Chomsky, N. and Herman, E.S. (1988) Manufacturing Consent: The Political Economy of the
Mass Media. New York: Pantheon Books.

Cialdini, R.B. (1984) Influence: The Psychology of Persuasion. New York: Harper Business.
Clark, A. and Chalmers, D. (1998) 'The Extended Mind', Analysis, 58(1), pp. 7-19.

Desmet, M. (2021) De psychologie van totalitarisme. Antwerpen: Houtekiet. (English
translation: The Psychology of Totalitarianism, 2022).

Farahany, N. (2023) The Battle for Your Brain: Defending the Right to Think Freely in the
Age of Neurotechnology. New York: St. Martin's Press.

Floridi, L. (2011) The Philosophy of Information. Oxford: Oxford University Press.
Floridi, L. (2013) The Ethics of Information. Oxford: Oxford University Press.

Floridi, L. (2023) The Green and the Blue: Naive Idealism and the Politics of the Digital Age.
Oxford: Oxford University Press.

Foucault, M. (1975) Surveiller et punir: Naissance de la prison. Paris: Gallimard. (English
translation: Discipline and Punish, 1977).

Hladnik, G. (2025) Good Morning, Europa: A Suicide Note — and a Survival Guide. Libertas
Europa.

Kahneman, D. (2011) Thinking, Fast and Slow. New York: Farrar, Straus and Giroux.

Klein, C.R. (2025) 'The hollowed mind: Cognitive sovereignty in the age of generative Al',
Frontiers in Artificial Intelligence, 8, Article 1719019.

Lanier, J. (2018) Ten Arguments for Deleting Your Social Media Accounts Right Now. New
York: Henry Holt and Company.

Risko, E.F. and Gilbert, S.J. (2016) 'Cognitive offloading', Trends in Cognitive Sciences,
20(9), pp. 676—688.



"
Libertas - Europa

Stavropoulos, N. (1996) 'Mind-Dependence and Cognitivism', in Objectivity in Law. Oxford:
Oxford University Press, pp. 83—124.

Sunstein, C.R. (ed.) (2000) Behavioral Law and Economics. Cambridge: Cambridge
University Press.

Sunstein, C.R. and Thaler, R.H. (2008) Nudge: Improving Decisions About Health, Wealth,
and Happiness. New Haven: Yale University Press.

Togel, J. (2023) Kognitive Kriegsfiihrung. Neueste Manipulationstechniken als Waffengattung
der NATO. Frankfurt: Westend Verlag.

Togel, J. (2023) 'Soft Power. Errungenschaft oder Gefahr fiir die Demokratie?', in Hutmacher,
F. and Mayrhofer, R. (eds.) Errungenschaften. Historische und psychologische Perspektiven
auf eminente Leistungen. Lengerich: Pabst Science Publishers.

Togel, J. (2024) 'Kriegspropaganda damals und heute. Von den Techniken der Creel-
Commission im Ersten Weltkrieg bis zum Cognitive Warfare der NATO seit 2020, in
Broecker, J. and Kaltwasser, S. (eds.) Mediensystem und offentliche Sphdre in der Krise.
Frankfurt: Westend academics.

Tripathi, G. and Saxena, L. (2025) 'The Managed Mind: Cognitive Sovereignty as a
Necessary Evolution of the Social Contract', SRCC Journal.

Zuboft, S. (2019) The Age of Surveillance Capitalism: The Fight for a Human Future at the
New Frontier of Power. New York: PublicAffairs.

Primary Legal Sources — European Union

European Parliament and Council of the European Union (2016) *Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation)*. Official Journal of the European Union L 119, 4 May
2016.

European Parliament and Council of the European Union (2022) *Regulation (EU) 2022/2065
of the European Parliament and of the Council of 19 October 2022 on a Single Market For
Digital Services and amending Directive 2000/31/EC (Digital Services Act)*. Official Journal
of the European Union L 277, 27 October 2022.

European Parliament and Council of the European Union (2024) *Regulation (EU) 2024/1689
of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules
on artificial intelligence (Artificial Intelligence Act)*. Official Journal of the European Union
L, 12 July 2024.

European Parliament and Council of the European Union (2024) *Directive (EU) 2024/1385
of the European Parliament and of the Council of 14 May 2024 on combating violence against
women and domestic violence*. Official Journal of the European Union L, 24 May 2024.



"
Libertas - Europa

Primary Legal Sources — Council of Europe

Council of Europe (2011) Council of Europe Convention on preventing and combating
violence against women and domestic violence (Istanbul Convention). Council of Europe
Treaty Series No. 210. Istanbul.

GREVIO (Group of Experts on Action against Violence against Women and Domestic
Violence) (2021) General Recommendation No. 1 on the digital dimension of violence against
women. Adopted 20 October 2021.

Primary Legal Sources — European Court of Human Rights

European Court of Human Rights (2008) S. and Marper v. the United Kingdom [GC],
Applications Nos. 30562/04 and 30566/04, Judgment of 4 December 2008.

Primary Legal Sources — Slovenia

*Zakon o medijih (ZMed-1)* (2025) Uradni list Republike Slovenije, §t. 69/2025 z dne 12.
septembra 2025.

*Kazenski zakonik (KZ-1)* (2008) Uradni list Republike Slovenije, §t. 55/2008 z dne 6.
junija 2008 (with subsequent amendments).

Secondary Sources — Institutional and Policy Documents

AKOS (Agency for Communication Networks and Services of the Republic of Slovenia)
(2026) AKOS supports the European Commission's investigation of the X platform regarding
the Al tool Grok, Press release, February 2026.

AKOS (2026) AKOS invites evidence on risks to minors on Roblox platform, Press release,
February 2026.

Council of the European Union (2024) Guidelines on Cognitive Warfare. Working Party on
Hybrid Threats, 4 October 2024. (Document not yet publicly released; cited from internal
sources).

European Commission (2022) Code of Practice on Disinformation.

European Commission (2025) *Standard Eurobarometer 104 — April/May 2025*. (Illustrative
data on fear perception, threat perception, militarisation support).

European Institute for Gender Equality (EIGE) (2022) Country profiles on violence against
women.

European Parliament (2020) Study: Combating psychological violence against women.
European Parliament, Directorate-General for Internal Policies.



"
Libertas - Europa

LIST OF FIGURES

Figure 1. The Full System of Influence

Figure 2. Cognitive Sovereignty Framework

Figure 3. Types of Cognitive Dependency Map

Figure 4. Cognitive Dependency Mechanisms

Figure S. Information Pollution Map

Figure 6. Psychological Violence Pyramid

Figure 7. Influence Continuum

Figure 8. Full System of Influence Pathway

Figure 9. Emotional Influence Pathway (Information — Emotion — Belief — Behavior)
Figure 10. Commercial Influence System

Figure 11. Actors of Cognitive Influence Map

Figure 12. Consequences of Cognitive Dependency Map
Figure 13. Ethical Influence Matrix

Figure 14. Multi-Level Protection Framework

Figure 15. Information Hygiene Model

Figure 16. Cognitive Resilience Model

Figure 17. Cognitive Sovereignty Pyramid

Figure 18. Five Pillars of Cognitive Sovereignty

Figure 19. Cognitive Sovereignty Ecosystem

Figure 20. From Individual Integrity to Societal Resilience



"
Libertas - Europa

[ #]

Title
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F1

The Full System of
Influence

Diagram: Sources of influence — Mechanisms —
Consequences — Cognitive sovereignty

Central circle "Cognitive Dependency" with ten surrounding

2 I];I;e ;(é‘(iﬁglve types (Individual, Collective, Political, Ideological, Media,
p y Technological, Commercial, Cultural, Educational,
Framework ) .
Epistemic)
F3 Types of Cognitive Radial diagram with eight nodes, each with brief description
Dependency Map
o\ Circular flow: Exposure — Repetition — Normalization —
The Cognitive . . :
F4 Identity Attachment — Dependency Formation — Resistance
Dependency Cycle

to Alternatives

F5

Information Pollution
Map

Five sources (states, platforms, media, corporations,
individuals) feeding into five types of pollution, leading to
five consequences

Fé6

Psychological
Violence Pyramid

Pyramid: bottom (Individual) — middle (Organizational,
Commercial) — top (Political, Societal)

F7

Influence Continuum

Horizontal bar from green (Information) through yellow
(Persuasion) to orange (Propaganda) to red (Psychological
Violence)

F8

Full System of
Influence

Sources, mechanisms, consequences

F9

Figure 9. Emotional
Influence

Pathway (Information - Emotion - Belief - Behavior)

F10

Commercial Influence
System

Linear flow: Data — Profiling — Prediction — Behavioral
Influence — Commercial Gain

F11

Actors of Cognitive
Influence Map

Seven interconnected nodes: States, Media, Platforms, Al
Systems, Corporations, Academia, NGOs, Influencers

F12

Consequences of
Cognitive Dependency
Map

Central circle "Cognitive Dependency" with five arrows
pointing to consequence clusters (Individual, Societal,
Democratic, Strategic, Economic)

F13

Ethical Influence
Matrix

2x2 matrix: Transparent/Opaque vs Preserves
autonomy/Reduces autonomy

F14

Multi-Level Protection
Framework

Vertical flow from Individual — Family — Education —
Media — Platforms — Al Systems — Commercial —
Politics — State — International Governance

F15

Information Hygiene
Model

Three columns: Personal Hygiene (individual practices),
Public Health (collective practices), Information Hygiene
(applications)

F16

Cognitive Resilience
Model

Linear flow: Information — Reflection — Verification —
Judgment — Decision — Revision (with feedback arrow)
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F17

Cognitive Sovereignty
Pyramid

Pyramid with five layers: Information Integrity —
Information Hygiene — Cognitive Resilience — Cognitive
Integrity — Cognitive Sovereignty

F18

Five Pillars of
Cognitive Sovereignty

Five pillars diagram (Informational Sovereignty,
Epistemological Autonomy, Narrative Power, Cognitive
Resilience, Cognitive Sovereignty) with translation arrows to
Political, Economic, Technological Sovereignty

F19

Cognitive Sovereignty
Ecosystem

Seven interconnected nodes: Family, Education, Science,
Media, Technology, Civil Society, Democracy, Institutions —
central "Cognitive Sovereignty" — "Strategic Sovereignty"

F20

From Individual to the
Future

Diagram showing transition from individual cognitive
sovereignty through societal resilience to strategic sovereignty
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